
See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/357491339

Instructing AI Ethics and Human Rights

Chapter · January 2022

DOI: 10.4018/978-1-7998-8467-5.ch005

CITATIONS

0
READS

70

2 authors, including:

Muhammet Demirbilek

T.C. Süleyman Demirel Üniversitesi

44 PUBLICATIONS   560 CITATIONS   

SEE PROFILE

All content following this page was uploaded by Muhammet Demirbilek on 05 January 2023.

The user has requested enhancement of the downloaded file.

https://www.researchgate.net/publication/357491339_Instructing_AI_Ethics_and_Human_Rights?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/357491339_Instructing_AI_Ethics_and_Human_Rights?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Muhammet-Demirbilek?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Muhammet-Demirbilek?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/TC_Sueleyman_Demirel_Ueniversitesi?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Muhammet-Demirbilek?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Muhammet-Demirbilek?enrichId=rgreq-815374d9409252d59cdf909295fde60e-XXX&enrichSource=Y292ZXJQYWdlOzM1NzQ5MTMzOTtBUzoxMTQzMTI4MTExMTE1Mzk3NEAxNjcyOTA5MjcxODc5&el=1_x_10&_esc=publicationCoverPdf


59

Copyright © 2022, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  5

DOI: 10.4018/978-1-7998-8467-5.ch005

ABSTRACT

This chapter will exploit emerging issues of AI and current literature on AI ethics and human rights 
teaching. The authors will exploit understanding AI ethics and human rights in daily life and offer teach-
ing methodologies to explain how to teach AI ethics and human rights in K-12 learning environments. 
Furthermore, the chapter will be devoted to the latest trends and issues on how to teach AI ethics and 
humans rights teaching in K-12 learning environments. Particular emphasis will be made on a survey 
of existing ethics teaching methodologies and how to adopt existing teaching strategies into AI ethics 
teaching in order to improve their understanding on AI ethics and human rights.

INTRODUCTION

Industrial and governmental organizations are harnessing the power of AI algorithms and applications 
that are already revolutionizing a wide range of economic sectors that have already started to impact our 
daily lives including education, marketing, transportation, communication, finance, and customer services.

Over the past decade, AI technology has progressed exponentially, becoming a key fabric of our 
everyday lives across e-commerce, educational and research platforms, entertainment, and the popular 
imaginary.

While marvelous advancements in AI technology have progressed exponentially, the potential misuse 
of AI has become main concern. There is a high demand to establish ethical standards and regulations 
for the daily use of AI. Furthermore, there is a need to teach AI ethics and human rights in schools to 
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explore AI technology and human rights from ethical perspective and to increase students’ familiarity 
with ethical use and implications and impact on of these technologies on human rights.

This chapter will exploit emerging issues of AI and current state of art literature on AI ethics and 
human right teaching.

The authors will exploit understanding AI ethics and human rights in daily life and offer teaching 
methodologies to explain how to teach AI ethics and human rights in K-12 learning environments. 
Furthermore, the chapter will be devoted to the latest trends and issues on how to teach AI ethics and 
humans rights teaching in K-12 learning environments.

Particular emphasis will be made on the survey of existing ethics teaching methodologies and how 
to adopt existing teaching strategies into AI ethics teaching in order to improve their understanding on 
AI ethics and human rights.

INTRODUCTION TO ETHICS AND HUMAN RIGHTS

Ethics History and Definitions

Philosophical ethics is a discipline within philosophy and it can be understood as the science of moral 
action. It examines human practice in terms of the conditions of its morality and attempts to establish 
the concept of morality. In this context, morality means the quality that allows an action to be described 
as moral, as a morally good action (Pieper, 1991). Therefore, ethics can be described as “practical” 
philosophy (Vieth, 2006). Already Immanuel Kant (1785) stated that not only philosophers or ethicist 
can discuss moral questions:

“Common sense can just as well hope to get it right as a philosopher can always hope to get it right; 
indeed, it is almost more certain of it than even the latter, because the latter, however, has no other 
principle than the former, but can easily confuse his (or her) judgment by a multitude of strange, irrel-
evant considerations and make it deviate from the straight direction (…). There is something splendid 
about innocence; but what is bad about it, in turn, is that it cannot protect itself very well and is easily 
seduced. That is why even wisdom - which otherwise probably consists more in doing things than in 
knowledge - also requires science, not in order to learn from it, but to give its prescriptions entrance 
and permanence.” 

Kant thus assumes that the layperson, i.e., a person who is not explicitly philosophically educated, 
is more reliable than the philosopher in finding the right thing to do.

There are many different fields within the philosophical ethics such as fundamental ethics, applied 
ethics, feminist ethics, etc.

The solution of ethical problems in applied ethics is not only to enforce philosophically satisfying 
arguments and concepts, but to reflect the evaluative experience of persons involved in a context ex-
perienced as problematic. Philosophical arguments and concepts can and must correct the evaluative 
experience of persons, but may only do so cautiously. One speaks of evaluative experience because the 
way in which people are confronted with situations brings value aspects to light and these values can 
vary depending on the context of each person (his or her nationality, religion, sex, age etc.). It is about 
problem solving in concrete situations and that means essentially that Applied Ethics conveys practical 
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orientation to the people involved. In this chapter, the authors will treat AI Ethics as part of Applied Eth-
ics. AI Ethics will be treated as doubly normative: on the one hand, the authors presuppose that ethics as 
a theory of right and good must be compatible with the value of pluralism. On the other hand, one must 
reflect the individual practical experience of people, even if one disagrees with them. Another important 
aspect of (applied ethics) is a statement by a German sociologist who stated: “Ethics is a “bicycle brake 
on an intercontinental airplane” (Beck, 1988). Beck basically expressed the following concerns: in his 
opinion, factual plurality of philosophical points of views leads to the end of the ethical commitment. 
Furthermore, statements by philosophers on medical, legal, technical, biological and other issues are 
presumptuous because philosophers only have non-professional competence. Two arguments can be 
brought up against Beck’s statements: Factual plurality of philosophical points of view does not lead to 
the end of the ethical commitment. Pluralism is itself an ethical value, which becomes relevant precisely 
because of the importance of autonomy in applied ethics in democratic societies. Applied Ethics is not 
about discovering a universal set of obligations. AI Ethics is not primarily about ethical (universal) 
obligations, but rather about practical orientation. One of main concerns is to eliminate irritations in 
the evaluative experience of people in situations, such as having sex robots. For some, these kinds of 
robots are just a normal thing to have, whereas many people, and especially male and female feminists, 
worry about the future of human sexual relations. Answers to these questions are not given by ethicists, 
but are developed by the persons concerned in dealing with situations. Doing so, the greatest enemy of 
ethics is the certainty that you have always done it right or that it is good the way it is. Coming back to 
the example of sex robots: the argument that only because sex robots have not existed in the past (which 
is not totally true, if one follows the arguments by Adrienne Mayor (2018) who sees Pasiphaë’s hollow 
wooden cow created by Daedalus, and which she climbed into in order to mate with the bull as a sextech 
object) they should not be created nor used.

A descriptive understanding of AI Ethics does not recognize normative reasons, but only factual 
causes for the validity of certain standards. The question of what the right moral is, is considered point-
less. Descriptive ethics therefore does not ask for ethical reasons for the applicable prohibitions and does 
not criticize the individual way of life

One looks at a society from the point of view of an ethnologist or sociologist who describes carefully. 
Coming back to the sex robots: in a society the prohibition of sex robots then applies because the law 
enforcement agency does sanction the possession of sex robots (or sex toys in general).

A descriptive understanding of ethics is fundamentally senseless, insofar as it assumes that all ques-
tions of normative orientation are non-moral. it is senseless because AI Ethics already presupposes the 
meaningfulness of these questions.

A normative understanding of AI Ethics presupposes that it is possible to cite ethical reasons (value 
aspects) for the validity of standards. The question of what the right moral is considered meaningful. The 
prohibition of sex robots will be based on moral grounds derived from some countries current understand-
ing of their religion or their values. Following these examples, it makes sense to distinguish between 
normative and descriptive aspects of justifications. Since there are standards or prohibitions not only 
in the ethical context, but also in the technical-economic (e.g., ISO standards, etc.) or legal area (laws, 
regulations, etc.), not all questions regarding the justification of standards touch AI Ethics. This does not 
mean, however, that all questions are ethically neutral in terms of technology, economy and law. The last 
important definition within this AI Ethics introduction is moral versus immoral: if something is assumed 
to be ethically relevant, then one can ask oneself whether it is morally good or morally bad or right or 
wrong. If, for example, the use of embryos as opposed to stones raises certain ethical-moral questions 
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and something in the non-moral sense is an embryo, then some actions involving embryos are moral and 
some are immoral. This was at least the case for the Horizon 2020 Projects of European Union: Research 
involving Human Embryonic Stem Cells were not eligible for funding if they are directly derived from 
embryos within a Project. If they derived from previously established cells lines then a project used to 
be eligible for funding. If the research led to the destruction of Human Embryos, then the research was 
excluded. An AI Ethics related example could be use of Lethal autonomous weapon systems (LAWS). 
They can be missiles capable of selective targeting to learning machines with cognitive skills to decide 
whom, when and where to fight without human intervention. According to the Ethics Guidelines for 
Trustworthy Artificial Intelligence of the High-level expert group on artificial intelligence (AI HLEG 
2019) these LAWS raise ethical-moral questions. The AI HLEG (2019) fears “an uncontrollable arms 
race on a historically unprecedented level, and create military contexts in which human control is almost 
entirely relinquished and the risks of malfunction are not addressed”.

Human Rights History and Definitions

According to the United Nations Human Rights Office of the High Commissioner, human rights are 
rights that every human has simply because he or she exists as human beings - they are not granted by 
any state. These universal rights are inherent to all human beings, regardless of nationality, sex, national 
or ethnic origin, colour, religion, language, or any other status. They range from the most fundamen-
tal - the right to life - to those that make life worth living, such as the rights to food, education, work, 
health, and liberty.

In 1948, human rights were established as fundamental and universally protectable in a legal document. 
This is the Universal Declaration of Human Rights (UDHR), which was adopted by the UN General As-
sembly. Now 73 years old, the UDHR remains the basis of all international human rights law. It consists 
of 30 articles that form the principles and building blocks of current and future human rights conventions, 
treaties and other legal instruments such as the Charter of Fundamental Rights of the European Union 
(EU) which was declared in 2000, and came into force in December 2009 or the European Convention 
on Human Rights and the European Social Charter

Together with the International Covenant for Civil and Political Rights, and the International Covenant 
for Economic, Social and Cultural Rights, the UDHR forms the International Bill of Rights.

The cornerstone of international human rights law is the principle of universality of human rights, 
which means that all human beings are all equally entitled to human rights. This principle is reiterated 
in many international human rights conventions, declarations and resolutions.

Human rights are inalienable. They should not be taken away except in very specific situations and 
only after due process. For example, the right to liberty can be restricted, as has happened in the Covid19 
situation around the world. AI can threaten human rights such as the right to equality, the prohibition of 
discrimination and the right to privacy.

It is important to note that all human rights are indivisible and interdependent. One set of rights 
cannot be fully enjoyed without the other. For example, when civil liberties were restricted during the 
Covid pandemic, economic, social and cultural rights were affected. Similarly, i.e., AI based technolo-
gies violating social rights such as the right to equality or non-discrimination can have a negative impact 
on many other rights.

Individuals are entitled to human rights and they are obliged to also respect and stand up the human 
rights of others.
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AI RELATED ETHICAL ISSUES

There is no universally accepted definition of AI (European Union Agency for Fundamental Rights, 
2020), that’s why the authors of this chapter refer to AI as per the (updated) definition by the High-level 
expert group on artificial intelligence (AI HLEG 2019):

“Artificial intelligence (AI) systems are software (and possibly also hardware) systems designed by hu-
mans that, given a complex goal, act in the physical or digital dimension by perceiving their environment 
through data acquisition, interpreting the collected structured or unstructured data, reasoning on the 
knowledge, or processing the information, derived from this data and deciding the best action(s) to take 
to achieve the given goal. AI systems can either use symbolic rules or learn a numeric model, and they 
can also adapt their behaviour by analysing how the environment is affected by their previous actions. 
As a scientific discipline, AI includes several approaches and techniques, such as machine learning 
(of which deep learning and reinforcement learning are specific examples), machine reasoning (which 
includes planning, scheduling, knowledge representation and reasoning, search, and optimization), and 
robotics (which includes control, perception, sensors and actuators, as well as the integration of all other 
techniques into cyber-physical systems).”

Some of the ethics issues related to AI are bias, fairness, safety, transparency and accountability 
(West and Allen, 2020). Not addressing or applying these ethics issues can lead to violation of human 
rights. There are many initiatives underway with regards to the ethical aspects of AI and one of them 
is the AI HLEG.

According to the AI HLEG (2019), AI related bias issues exist because “many AI systems, such 
as those including supervised machine learning components, rely on huge amounts of data to perform 
well (…)”. The bias gets into the data because humans who create the datasets or set the instructions for 
the machine learning bring in her or his own bias, and this can happen consciously or unconsciously. 
Cathy O’Neil (2016) explains this perfectly with the example of a mother who wants to communicate 
her “internal dynamic cooking model” to a third person by formalizing this model, “making it much 
more systemic and, in some sense, mathematical”. These kind of models “despite their reputation for 
impartiality, reflect goals and ideology”, because human beings always feed models with their own 
values and desires. According to the AI HLEG and many other activists, “unfair bias must be avoided, 
as it could have multiple negative implications, from the marginalization of vulnerable groups, to the 
exacerbation of prejudice and discrimination.” Especially the bias aspects are very relevant for AI Ethics 
as the evaluative experience is different for every human being; in an automized world, it’s very difficult 
to maintain the evaluative experience. In the following some examples from within the hiring funnel 
shall illustrate in which ways AI is already interfering with people’s very own evaluative experience. 
This was the case for Amazon’s AI recruiting tool, which showed bias against women (Dastin, 2018). 
Amazon had tried to develop a tool that selects automatically the top five applicants out of hundreds. 
The responsible staff at Amazon trained their computer models to check applicants by observing pat-
terns in CVs submitted to Amazon over a 10-year-period. At that time, most CVs had been submitted by 
men which reflected the lack of visibility of woman across the tech industry at that time (and which still 
exists). That’s how Amazon’s machine learning taught itself that male candidates were preferable over 
women. The tool penalized CVs that included the word “women’s,” as in “women’s chess club captain.” 
Furthermore, Amazon’s AI recruiting tool downgraded graduates of two all-women’s colleges because 
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they did not specify the names of the schools (Dastin, 2018). It is as easy as “garbage in, garbage out” 
(GIGO), meaning that the specific data you fill into a machine comes out as this specific data.

Another recruiting tool claims to measure the performance of applicants in video interviews by auto-
matically analyzing verbal responses, tone of voice and even facial expressions, such as the tool “Hire-
Vue”. This tool allows employers to retrieve recorded interview responses from job applicants and then 
rate these responses against the interview responses of current, successful employees. More specifically, 
HireVue’s tool analyzes videos using machine learning and extracts signals such as facial expressions, 
eye contact, vocal signs of enthusiasm, word choice, word complexity, topics discussed and word group-
ings. According to Miranda Bogan and Aaron Rieke (2018) the use of tools such as “HireVue” raises 
ethical questions. They think speech recognition software may perform poorly, especially for people 
with regional and non-native accents. Additionally, voice recognition still has significant race and gender 
biases (Palmiter Bajorek, 2019). Furthermore, facial analysis systems may have difficulty recognising 
faces of women with darker skin tones. In addition, some respondents might be rewarded for irrelevant 
or unfair factors, such as exaggerated facial expressions, and penalized for visible disabilities or speech 
impediments. On the other hand, the use of this type of biometric data might have no legal basis if the 
data is used to predict success in the workplace, to make or inform hiring decisions.

There are hiring tools that currently aim to predict whether applicants might violate workplace poli-
cies or to assess what mix of salary and other benefits should be offered. The fear is that such tools could 
widen the pay gap for women and non-white workers (Bogan and Rieke, 2018). This is because data 
obtained by Human Resources departments tends to contain a lot of information on a future worker’s 
socioeconomic and racial status, which could be reflected in predictions of salary requirements. Fur-
thermore, offering employers highly specific insights into an applicant’s salary expectations increases 
the information asymmetry between employer and applicant at a critical moment in the negotiation.

Another overall ethical standard that has been agreed on in order to avoid bias in AI is fairness. 
In this context, fairness means a set of procedures aiming to avoid bias so as to ensure outcomes that 
respect ethical standards such as acknowledgement of human agency, privacy and data governance, in-
dividual, social and environmental wellbeing, transparency and accountability, and oversight (Xenidis 
and Senden, 2020).

Many authors agree that AI has to be safe. By way of example, the center for AI safety at Stanford has 
the intention to lead this important aspect of AI Ethics by developing “rigorous techniques for building 
safe and trustworthy AI systems and establishing confidence in their behaviour and robustness, thereby 
facilitating their successful adoption in society” (Barrett et al). Safety in AI plays especially a role in ro-
bots, autonomous vehicle and security issues such as the above-mentioned LAWS (Coeckelbergh, 2020).

According to AI HLEG (2019) “the data, system and AI business models should be transparent. Trace-
ability mechanisms can help achieving this. Moreover, AI systems and their decisions should be explained 
in a manner adapted to the stakeholder concerned. Humans need to be aware that they are interacting 
with an AI system, and must be informed of the system’s capabilities and limitations.” For example, 
humans should know if they speak to a conversational AI such as AI voice assistants. The transparency 
is important on the one hand, because the human being might be used for the machine learning of the 
AI voice assistant and there arise privacy and data protection issues. On the other hand, humans have a 
right to understand the decision taken by the emerging AI technologies (see Coeckelbergh, pages 116-
123). This is not always the case and leads to the so-called black box problem. This means that there are 
some decisions of AI based decisions that cannot be explained. This can lead to further procedural dif-
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ficulties in allocating responsibilities within a fragmented chain of actors and complex human-machine 
interactions and attributing liability across multiple legal regimes in complex and composite AI systems.

Another important ethics issue related to AI is accountability. According to AI HLEG (2019) “(m)
echanisms should be put in place to ensure responsibility and accountability for AI systems and their 
outcomes. Auditability, which enables the assessment of algorithms, data and design processes plays 
a key role therein, especially in critical applications. Moreover, adequate an accessible redress should 
be ensured.”

AI RELATED HUMAN RIGHTS

As mentioned above, ignoring AI Ethics can lead to human rights violation. According to Articles 7 and 
8.1 of the Charter of Fundamental Rights of the EU, “(e)veryone has the right to respect for his or her 
private and family life, home and communications” and “(e)veryone has the right to the protection of 
personal data concerning him or her. These rights to respect for private life and the protection of personal 
data are one of the main subjects in fundamental rights discussions around the use of AI.

For the machine learning of emerging AI technologies, developers need a lot of data to make the AI 
models reliable and effective. As more humans participate in the feeding of machine learning the better 
for the AI technologies. The EU Agency for Fundamental Rights (2020) interviewed AI developers and 
asked them about their use with personal data. In the interviews, “respondents were not always entirely 
clear about their use of personal data.” In many cases, respondents explained that data protection was 
not relevant in their activities because they used non-personal data or anonymised data. One parastatal 
company in the environmental management sector explained that it uses aggregated water consumption 
data for machine learning-based water consumption forecasts. According to the interview partners such 
data cannot be collected at the individual level. Other interviewees explained that they do not use data 
collected from individuals as personal data. For example, the inspection of restaurants with their col-
lection of data from online sources does not use personal data. On the other hand, these interviewees 
admitted that they were cautious about online data collection because, even if publicly available, it could 
contain personal data such as usernames.

Another problem might be more related to Article 1 of the UDHR “(a)ll human beings are born free 
and equal in dignity and rights. They are endowed with reason and conscience and should act towards 
one another in a spirit of brotherhood.” For many years, users of applications such as Google maps, 
Facebook, WhatsApp or other social media have been contributing to the feeding of the machine learn-
ing industry. As it is explained in the new Netflix documentary “The Social Dilemma”, not personal 
data itself is the new gold, however it is a gold rush for personal data to build more and more accurate 
profiles around us. Shoshana Zuboff invented the term “surveillance capitalism” in 2014 to describe the 
methods technology firms use to claim our private experiences and turn them into their products. In her 
book “The Age of Surveillance Capitalism” she describes instrumentarianism which is a new kind of 
unaccountable power that surveillance capitalism has created. “This means the instrumentalization of 
behavior for the purposes of modification, prediction, monetization and control that threatens to chal-
lenge some of the functions of the state and usurp the sovereignty of the people. Instrumentarianism 
can determine the ends, because it can manipulate the means” (Thornill 2019). This means that every 
user of AI based technologies should be aware of the fact that also can be part of the instrumentarian-
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ism, and then everybody has to decide if she or he wants to be part of this experiment by using or not 
some of these tools.

Equality and discrimination are crucial topics when it comes to the use of AI, because the very pur-
pose of machine learning algorithms is to categorize, classify and separate.

According to articles 21.1 and 23 of the EU Charter of Fundamental Rights “(a)ny discrimination 
based on any ground such as sex, race, colour, ethnic or social origin, genetic features, language, religion 
or belief, political or any other opinion, membership of a national minority, property, birth, disability, 
age or sexual orientation shall be prohibited” and “equality between women and men must be ensured 
in all areas, including employment, work and pay”.

There are many examples of algorithmic discrimination. For example, a Google search on “profes-
sional” hair show mostly pictures of white women while a search for “unprofessional” hair displays 
predominantly pictures of black women. Similarly, facial recognition applications perform much worse 
at recognising black women’s faces than white men.

In 2019, a first instance decision of the Divisional Court of Cardiff dismissed a claim concerning 
the lawfulness of the South Wales Police’s use of the “AFR Locate” face recognition system. The Court 
of Appeal overturned that decision, because it found that the facial recognition programme used by the 
police was unlawful. The Court of Appeal ruled that “too much discretion is currently left to individual 
police officers”. It added that “[i]t is not clear who can be placed on the watch list, nor is it clear that 
there are any criteria for determining where [the technology] can be deployed”. (UK, Court of Appeal, 
R (Bridges) v. CC South Wales, [2020] EWCA Civ 1058, 11 August 2020; Ars Technica, ‘Police use 
of facial recognition violates human rights, UK court rules’, 11 August 2020.) Furthermore, the judges 
held that the police did not sufficiently investigate if the AI based technology exhibited race or gender 
bias. In Europe, this is the first ruling specifically on AI and algorithm discrimination. For law enforce-
ment agencies, it significantly narrows the scope of what is permissible and what must be done to fully 
respect human rights.

Meredith Broussard (2019) has already been warning in 2014 “Why Poor Schools Can’t Win at 
Standardized Tests”. She uses as example a Pennsylvania System of School Assessment. (PSSA) test 
from 2009 for students aged 8-9 and the question to write down an even number with three digits and 
to explain how they arrived at their answer. The following answer is correct: “932 is an even number 
because all you have to do is look in the ones place. If you can divide that number equally, it is even. An 
even number in the ones place makes the whole number”. If a student answered: “200, cause it sis an even 
number and it has digits” the answer would only be partially correct, as “the third-grade student lacked 
the specific conceptual underpinnings to explain why it is correct” (Broussard, 2019). Unfortunately, 
not all students have access or can afford to buy the books which provide this very specific knowledge 
on this very specific answer.

The origins and causes of algorithmic discrimination reflect existing discrimination in our offline, 
real world where humans discriminate against each other. It starts with our own human stereotypes that 
have led to discrimination in the past (such as men are strong and women are weak, or assumptions 
about racial stereotypes). The consequences are structural inequalities. Stereotypes and biased conduct 
enter—consciously or unconsciously— into the design of an algorithm. This leads to the generation of 
biased data, such as in the cases explained before.

If societies want to avoid repeating the same patterns of bias and discrimination that we witness in the 
‘physical world’, algorithmic discrimination needs to be addressed. Otherwise, humanity risks creating 
a digital world that replicates structural inequalities provides.
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FUTURE TRENDS AND ISSUES AI ETHICS AND HUMAN RIGHTS

The members of the AI HLEG (2019) outline their concerns related to the future of AI. Firstly, the experts 
are concerned that AI is enabling increasingly efficient identification of individuals by both public and 
private entities. They list a number of scalable AI identification technologies, such as facial recogni-
tion and other involuntary identification methods using biometrics (i.e., lie detection, micro-expression 
personality assessment and automatic voice recognition). The AI HLEG (2019) is well aware that iden-
tification of individuals is sometimes the most desirable outcome consistent with ethical principles (for 
example, in detecting fraud, money laundering or terrorist financing). However, this is countered by the 
fact that automatic identification can have unexpected effects on many psychological and socio-cultural 
levels, some of which humanity is currently unable to predict. For this reason, a proportionate use of 
control techniques in AI is necessary to preserve the autonomy of citizens. It must also be clearly clari-
fied whether, when and how AI can be used for the automated identification of persons. Furthermore, 
a distinction should be made between identifying a person versus tracking and tracing a person, and 
between targeted surveillance and mass surveillance.

The second aspect was already mentioned above, namely that people should always know whether 
they are interacting directly with another human or a machine. The experts of the AI HLEG (2019) see 
AI practitioners as responsible for ensuring that this is reliably achieved. For this reason, AI practitio-
ners should ensure that humans are made aware of - or are able to request and confirm - the fact that 
they are interacting with an AI system (e.g., by issuing clear and transparent disclaimers). The experts 
are aware that there are borderline cases that complicate the matter (e.g., an AI-filtered voice spoken 
by a human). However, it should be borne in mind that the confusion between human and machine can 
have a variety of consequences, such as binding, influencing or diminishing the value of being human. 
For these reasons, the experts believe that the development of human-like robots should be subject to 
careful ethical evaluation.

In third place, the experts of the AI HLEG (2019) see societies as having a duty to protect the free-
dom and autonomy of all citizens. They assume that any form of citizen assessment can lead to the loss 
of this autonomy and endanger the principle of non-discrimination. Above all, the screening of people, 
i.e. scoring, should only be used if there is a clear and legal justification. Furthermore, measures must 
be proportionate and fair. When public authorities or private actors engage in normative citizen scoring 
(general assessment of “moral personality” or “ethical integrity”) in all aspects and on a large scale, human 
rights violations may occur; especially when scoring is not used in accordance with fundamental rights, 
and when it is used disproportionately and without a delineated and communicated legitimate purpose.

The experts explain that citizen scoring - to a greater or lesser extent - is already frequently used in 
purely descriptive and domain-specific scoring (e.g., in the example mentioned above with the American 
PSSAs, school systems, e-learning and driver’s licences). Again, citizens should be provided with a fully 
transparent process. They should be given information about the process, purpose and methodology of the 
assessment. However, the experts rightly point out that transparency cannot prevent non-discrimination 
or ensure fairness, and it is not the panacea to the problem of assessment. For even if citizens know that 
they are being evaluated, they cannot always understand on what basis this is done. Therefore, it should 
be possible for citizens to opt out of the scoring mechanism without suffering any disadvantages. Oth-
erwise, the experts think that there should be mechanisms to challenge and correct the scores. This last 
aspect is of high importance if there is an asymmetry of power between the parties.
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At all times, such opt-out options should be ensured in the design of the technology in order to ensure 
that fundamental rights are respected. This is necessary in a democratic society.

The fifth aspect that worries the experts of the AI HLEG (2019) is the development of the above-
mentioned LAWS and they urge for regulation in this regard.

Lastly, experts still see the development of AI as domain-specific, requiring well-trained human 
scientists and engineers to precisely specify its goals. However, this could change in the future. For 
this reason, the experts suggest that we should be prepared for problems and challenges that are as yet 
unthinkable, in order to be able to react to possible unknown unknowns and “black swans”. This also 
includes a regular assessment of these issues.

TEACHING AI ETHICS

Artificial intelligence1 (AI) growing at a really fast pace. We should expect to see significant modifica-
tions in our society as AI systems emerge as embedded in many components of our lives. AI will have 
a central role in daily in the near future. However, its autonomous decision making feature and complex 
nature of AI powered systems pose considerable regulatory and legal challenges. The Oxford Diction-
ary (“Ethics,” 2021) defines ethics as a set of moral principles that govern a person’s behavior or the 
conduct of an activity. Professional ethics refers to the moral issues related to the specialist knowledge 
that professionals gain, and how the use of this knowledge should be governed when providing a service 
to the public (Chadwick, 1998).

Ethical considerations of AI applications attract great interest in the society. International institutions 
and states are working on issues related to the ethical use of AI technologies and tools. Hence, European 
Union published a report titled “Recommendations to EU Commission on Civil Law Rules on Robotics” 
and the USA released a National Artificial Intelligence Research and Development (NAIRD) Strategic 
Plan (Furey & Martin, 2019).

With AI powered machines we are creating a new kind of mind. AI is getting more pervasive in our 
Daily life. There is a need to consider what the birth of the new mind might mean in our Daily interac-
tions and how it may shape us and how we might shape it. Can we give to an artificial mind a sense of 
human morality and ethical values? It is almost impossible to predict the answer of the questions: can 
AI powered advance machines take over their own evaluation with a machine mind and go beyond our 
minds and decides that human is a treat for them.

Nobody knows the answer of this question at this point. Worrying about the future with AI powered 
machines will not help us to prepare our students to the future. Instead we should prepare them how to 
tackle with problems that might be caused by AI powered machines in our daily life.

We will see more computers and machines equipped with AI in the near future. Companies design 
new machines that are capable of making their own decisions such as autonomous cars, robots and 
drones. In practice, these autonomous systems will need moral guiding programs for certain conditions 
to take an appropriate moral decision. However, in real life we face moral dilemmas to make the best 
moral decision. The decision we make has also consequences. It is also true for the autonomous systems. 
For instance, a self-driving car should be instructed to change its direction to avoid hitting an object in 
order to protect its passengers even if such decision may lead to hit a vehicle in another lane. This is an 
example of the ethical dilemma that we will face in the near future. Therefore, schools should address 
these ethical issues and prepare them for tomorrows’ world.



69

Instructing AI Ethics and Human Rights
﻿

AI Ethics is a new field of study that requires a new ethical thinking. There are many questions that 
arise when we think about ethics of AI. Such as, how do we prevent learning algorithms from obtaining 
morally objectionable biases? Should autonomous AI powered war machines be used to kill in battle? 
How should AI powered technologies be inserted in our social relations? Is it acceptable to fall in love 
with an AI system? What kind of ethical rules should AI have powered autonomous car use? Can AI 
systems be affected moral abuses? And if so, of what kinds? Can AI systems be moral agents? If so, 
how should we hold them accountable? How should we live with and tolerate minds that are incongru-
ous to our own?

AI ethics teaching cover these questions and related topic that students should be able to exhibit 
knowledge of philosophical issues involved in ethics of AI, demonstrate familiarity with relevant ex-
amples of AI powered technologies, exhibit ability to express arguments clearly and concisely related 
to ethical issues of AI and gain skills in research, analysis and argumentation related to AI ethics and 
moral issues of AI.

Ethical concerns Stahl and Coeckelbergh (2016) identify ethical and social issues of concerns related 
to AI. These issues are identified as:

•	 Trust: Shall we trust giving care by AI powered robots?
•	 Data protection and privacy: which data are collected? How the data stored? Who has access to 

the data? Who owns the data?
•	 Safety and avoidance of harm: AI powered machines should not harm people and be safe to work 

with.
•	 Deception: If IA powered machines and technologies are used as “social companions”, are these 

roles can be considered as deception?
•	 Responsibility: When the AI powered machines take responsibilities of human tasks, who will 

take responsibility of the ethical issues caused by AI powered machines?
•	 Moral agency: AI powered machines and technologies do not seem to have the capacity of moral 

reasoning or, more generally, of dealing with ethically problematic situations. AI power machines 
does not seem to have the capacity of moral agency when and human interaction caused a moral 
problem. AI powered technologies have no capacity to understand and think moral and ethical 
norms of the society. There are two criteria proposed for moral status. There criteria are sentience 
and sapience (Bostrom & Yudkowsky, 2014). Sentience refers to the capacity to feel suffer and 
pain. Sapience refers to being a reason-responsive and self-awareness. Human beings have both 
sentience and sapience capacities. However, AI powered machine have not reached these capaci-
ties to think and act based on ethical norms of the society.

•	 Replacement and its implications for labour: Are AI powered technologies developed to solve 
problems in real life or are they developed to save money by replacing human?

Employing AI powered technologies and tools has become increasingly widespread in daily life. Ad-
ditionally, there is a deep concern about the societal impact of use of AI. Therefore, there is an urgent 
need to prepare students ethical and moral implications of AI powered machine and tools. Although, 
AI technologies make our daily life more efficient, they can also result in problematic results such as 
misinformation, wrong decisions, and biases. It is vital for future generations to be aware of the pitfalls 
of AI powered technologies in order to make sure that all current and future AI technologies serves us 
for good.
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Today’s students are tomorrows workforce. They have to understand how to work with AI powered 
technologies. It is educational institutions’ duty to empower and teach them in learning ethics and legal 
issues of AI powered technologies. Furthermore, we should also raise students’ awareness about ethi-
cal and legal issues embedded within the way AI powered technologies. Students should learn that AI 
powered technologies are developed by human being. They should aware of the fact that AI powered 
technologies are not just robots they are technologies that run on AI algorithms coded by humans. This 
means that those AI powered machines are likely to make the mistakes and to have biases as human beings.

Teaching AI ethics and moral may require basic information about what is AI and how it works. 
Therefore, teacher should start from explaining basics of AI before start teaching AI ethics and moral 
issues related with AI technologies. Furthermore, basic vocabulary of AI should be given to students 
before teaching AI related issues. Case studies and sample scenarios are good tools to use teaching AI 
ethics. Teacher may ask questions to students related to scenarios with ethical issues of AI to open dis-
cussions. Discussions allows students to think and analyse possible AI related ethical issues and prepare 
answers based on their ethical and cultural background.

DISCUSSION/CONCLUSION

Over the past decade, AI powered technologies developed exponentially and become our daily life tool 
across entertainment, autonomous cars, ecommerce, personal assistants, and advertisement. However, 
there is a danger awaiting ahead of our times. The misuse of AI powered technologies, moral and ethical 
issues of AI. The potential misuse of AI and ethical issues that may cause by AI technologies become 
cause of concern. There is an increasing demand to establish ethical standards and regulations of AI use. 
In addition to this urgent demand, there is also a need to teach ethical and moral issues which may be 
caused by AI powered technologies to the future generations. It is important to decorate future genera-
tions with AI ethics competencies to critically reflect on their learnings in their future jobs.
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KEY TERMS AND DEFINITIONS

Algorithm: Algorithm refers to set of rules to be followed in calculations or other problem-solving 
operations, especially by a computer.

Artificial Intelligence (AI): AI refers to the simulation of human intelligence in machines that are 
programmed to think and act like humans.

Coding: Coding refers to the language used by computers to understand our commands and, there-
fore, process our requests.

Ethics: Ethics refers to moral principles that govern a person’s behaviour or the conducting of an 
activity.

Machine Learning (ML): ML an application of AI it gives devices the ability to learn from their 
experiences and improve their self without doing any coding.
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